DoubleCheck Email Manager ™
Log, Monitor and Report on Your Email Traffic

Information You Can Use... Today!

DOUBLE %[5 4

EMAIL MANAGER

Sample Reports and Charts

* Management Report
“You can’t manage what you can’'t measure.” The award-winning « Overall Report
DoubleCheck Email Manager delivers detailed logging, reporting and «  Non-Spam Report
monitoring that makes it easy to improve how you use and manage your «  Spam Report
email. You will know that you saved money and increased productivity. - Policy Violation Report
The DoubleCheck Email Manager™ with McAfee Anti-virus isa : Virus Report

gateway email appliance that checks every email for spam, viruses and

policy violations without requiring new desktop or server software.

Outbound Sender Report

Complete Distribution
Overall Report for All Domains and Users (excerpt) e
Overall Report for All Domains and Users

Last 6 months Al Email report

Type Count Avg / month MB Percent of Total Percent of Parent

Connections ** 911065 151844.17 100.00% 100.00%

Denies 788535 131422.50 86.55% 100.00% Other 0.5
= dnsfail 9455 1575.63 1.04% 1.20% span (4,02
= gmail-smtpd 225795 37632.50 24.76% 28.63%
= rblsmipd 539486 8991433 59.21% 68.42% clesn (9.12)
= smtp-auth 28 467 0.00% 0.00%
= smtpauth 250 41,67 0.03% 0.03%

n spf 1699 283,17 0.19% 0.22% swtpd (30,32
m tepserver 6161 1026.83 - 0.68% 0.78% Queue Only Distribution: Since Inception

Messages in Queus 122530 20421.67 7066.33 mb 13.45% 100.00%
= Clean 93901 15650,17 4820.67 mb 10.31% 76.64%
= policy 1975 329.17 558,23 mb 0.22% 1.61%

= guarantined 287 47.83 546,54 mb 0.03% 14.53% Clean 76.9%)
= reiscted 1079 179.63 5.54 mb 0.12% 54.63%
= virus 2402 400.33 92.34 mb 0.26% 1.96%
= delsted 1019 169.83 41.74 mb 0.11% 42.42%
= Spam 24252 4042.00 94.21 mb 2.66% 19.79%
= deleted 2554 425,67 3.92 mb 0.28% 10,53%
= guarantined 826 137.67 2,60 mb 0.09% 3.41% Foged (0
= reiected 18571 309517 43,90 mb 2.04% 76.58% et ined .65
= tagged 2301 363,50 18,34 mb 0.25% 9.49%
Deleted 015.2%)

Top Inbound Senders, Spam Senders, Recipients and S  pam Recipients

Top Inbound Senders
- .
ank % overall  smtp  queue by email rank % overall  smip  queue by domain What'’s included in the
#1 11% 2357 0 2357  anonvrous@mailgw.nrngi.com #1  34% 7320 2 7918 spamassassin.apache.or new Management Report?
#2  0.7% 1438 1032 406 <= #2  34% 7312 6212 1100  yshoo.com
#3 0.5% 1110 1110 o0 rmsoe@microsoft.com #3 1.7% 3731 3723 8 bounce1d.coolssvings.com .
#4  04% 827 50 77 rost@de. nrngi. com #4 1.6% 3366 3354 12 bikesiti.us The Management Report IS
#5  0.3% 548 a 545  whitefs@sbealobal.nat #5  14% 2973 1800 1173  hotmail.com an all-in-one summary
designed for managers,
Top Inbound Spam Senders -
rank % spam by email rank % spam by domain preSIdentS' owners, or
#1 0a% 50 ey £ 6% 748 prp— anyone who wants to better
#2 0.3% 45 support@citibank.com #2 44% 722 hetmail.com understand how email is
#3 0.3% 44 support@citizensbank.com #3 2.5% 410 hepidams.us b . d
#4 0.2% 33 aabriels@lowen.com #4 Z2.2% 365 msn.com elng usea.
#5 0.1% 23 aw-confirm@ebay.com #5 1.5% 247 hayndale biz
The report shows the
Top Inbound Recipients ..
- - Connectivity Status, System
rank % averall smip  queue by email rank % averall smtp queue by domain -
#1 7o% 17080 & 15425 dallase@nmai.com #1  93.2% 201548 147869 EEETE | mmashesm Status (malntenance
A . J% = I I 1
#z 6.7% 14444 ] 6637 steveh@nmai.com #2  5.7% 12279 10290 1989 == exp”-a“on, cost savings,
#3 6.6% 14237 i 3170 karenh@nmai.com #3 14% 2365 i 2365 mallgw nmai.com . t t Inb d
#4 5.7% 12276 1032 1987 == Slgna ures, € C')’ nboun
#5 4.09% 10643 H 3464 randvidnmnal comn Email Statistics, Virus
Statistics, Policy Violation
Top Inbound Spam Recipients .. .
Statistics, Outbound Email
rank % spam by email rank % spam by domain o .
s 1w 1699 stsvsh@omalcom 1 s0.15 14701 et Statistics and basic graphs.
#2 9.9% 1623 = #2 9.9% 1623 =
#3 9.3% 1521 scotts@nrmgi.comn
#4 §.8% 1432 karenh@nmal.com
#5 &.4% 1371 randvi@nroai.com
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Top Inbound Virus Traffic and Policy Traffic Traffic Trend Charts

Top Inbound Yirus Traffic Traffic Trend last 30 dayis)

6985
vank % virus virus name rank %o wirus by recipient o
#1 19.3% 197 W32/ Netsky, DAMM #1 27.5% 260 steveh@nmai.com 5910
#2 15.3% 156 W32/Sober@MM #2 16.7% 170 dallsse@nmai.com 5373
#3 13.5% 141 _Phish-BankFraud.eml| trojan #3 15.5% 158 info@nmai.com W :2:
#4 7.9% 61 W3R Hetsky. d@MM #4 10.3% 105 karenh@nrngi.com FE' —
#5 7.3% 74 _wa3/Bagle (EDY #5 8.9% 91 kenm@nmai.com 2o
22586
£ 2149
Top Yiruses by Hame 21612
1074
W3z Netsky L piin 37
]
g Waz/soker . Jeth 778 8 3 % 38 8§ % 8 3 39
H 4 05 ¢ 5 09 4 % ¥ 8 8 8 8 8 8
Z Phish-BankFraud.eml_trojan Day
1]
H W32 /Netsky EHH -8 Span 8 Clean @R Deny 8- SNTP Deny
el
= W32/Bagle_CEDY !
0 39,4 75.8 118.2 157.6 197
Virus Count
Top Inbound Policy Traffic
rank % policy policy name rank % policy by sender T
#1 57.5% 632 MEDS IN BODY #1 2.0% 22 dallas@engelken. net o
#2 23.4% 257 ROLES SPam #2 1.8% 20 do_not veply@paypal.com 3343
#3 8.2% 90 WEIGHT LOSS #3 11% 12 hhifmsclit@yshoo.com 3063 {
#4 4.0% 44 EXECUTABLES #4 1.0% 11 oisxdzmfrsubf@msn. com o L
#5 3.4% 37 MEDS TN SUBI #5 08% 3 neckicrabor@hotrmsil.comn #2229 {1
5 1560 [
= o« LA b
. 1672 ] \
Top Policy Wiolations by Hame 2 1593 {9
ymINY INA/
HEDS_TH_BO0Y N AN A\ e
= ) F- AR il
@ ROLEX_SPAM =
5 278 H ToaT o A‘
= YEIGHT_LOSS o
g § 0F 8§ ¥ 3 8 v 3 2 & 3 3 3
o EXECUTABLES 9 94 94 94 384 89 4 494 g €2 2 & #F &g
] Day
& MEDS_IN_SUBJ
F ——Yirus 8- Spam ~#—Clean ~—SHTP Deny ‘
o 126.4 252.3 379.2 505.6 832
Policy Count
Top Outbound Senders, Recipients and Policy Traffic
Top Dutbound Senders What abOUt Maﬂaglng
rank % averall e e [y el rank % averall smip queus by domain Outbound Email?
#1 32.2% 5528 708 4820 steveh@nmagi.com #1 95.0% 16299 QE5 15334 nmgi.com
#2 17.9% 3068 244 zaz4 scotts Ainmai. com #z 0.8% 131 131 0 yahon. com DoubleCheck allows you to
#3 F.6% 1307 z 1305 dallase@nrngi.corm #3 0.2% 35 35 o paypal.corn
_ scan, log and report on
#4 7.1% 1220 i 1220 kenm@nmai.com #4 0.2% 33 i 33 engelken.net N
#5  55% 949 i 549 joelc@nrnai com #5 0.2% 29 29 il tefaxpress. com inbound and outbound
email.
Top Dutbound Recipients
rank % overall smip queue by email rank % overall  smip  queme by domain You can protect your
#1 1.8% 316 a 316 hdeberry@peels. com #1 3.4% 581 1z 569 ingrarmrnicro. commn H H ] .
= = Organlzatlon S reputatlon
#2  11% 189 i 169 eban@mmepas.com #2  2.3% 394 &7 327 hetrnail.corn ) )
#3 08% 137 i 134 jack.snyder@ingrammicra.com #3 22w 382 16 366 coxanet from Spreadlng viruses and
#4 08% 134 0 132 dallas@engelken.net #4 19w 332 0 332 peslscom pollcy violations. You can
#5 0.8% 134 0 134 dirks @hutchnet.com #5  18% 323 11 312 heartlandtechnologies.com .
run detailed reports on who
Top Outbound Policy Traffic IS Send'ng emall tO Whom,
rank % policy policy name rank % policy by sender and hOW mUCh.
#1 89.5% 239 EXECUTABLES #1 85.8% 229 steveh@nmai.com
#2 5.2% 14 WEIGHT Logs #z 6.7% 18 dallase@nmai.com Stop gett|ng half the picture
#3 4.5% 1z deny mail to whatever #3 4.5% 1z dallas@engelken. net -
#4 0.7% 2 MEDS IN BODY #4 2.6% 7 sonim@nmai.com and start DOUbleCh_eCklng
# 0w 1 . your outbound email.

Database Search Results: Determine What is Denied a

nd Why

MGI » 324 East 4"

» Hutchinso

doubl

Spam Score Distribution last 30 day(s)

augs
Database Search Results (?) ats q
a0
s l“\
Showing Rows: 1 - 25 of 160020 I Display Next 25 Records | , 88 t
= 2742
Search Results & 2300 “
: 2 o % 2086
#  date / time from / to / ip type / error code description P l‘
#1  Date: 2005-01-14 From: hewlett-packard@us.newsgram.hp...  Block Type: rblsmtpd Blocked - see [ info ] e
Time: 08:04:13 To: justinr@nmai.corm Error Code: 553 =h
Queue Tirme: 0,005 IP: 206.165.246.56 [ whois ] a5,
%2
#2 Date: 2005-01-14 From: sobetty?@outqoingl36.grabyours... Block Type: grail-smtpd MAIL FROM: Domain does not Exist 0 T / ]
Tirme: 08:02:57 To: == Errar Code: 552 48 45 12 -8 5 2 1 0 13 16 1
Queue Tirme: 0.00s IP: £9.1.199.132 [ whois ] Span:Score

oo
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Database Search: 28 Searchable Fields Sample Reports and Logs

Database Search @ Quick Reports

Database Search

Search Database Table = Define Custom Report

email -
: = Top Total Sending Domains
Catels Greater Than ™ - Sa B B B S S AT = Top Total Recipient Domains
Date/Time Less Than - B DVE | g- »] [oo ]:[oe ]:[oe ] = Top Total IP Addresses
Mail From: Email Contains v [ ] = Top Spam Sending Domains
Mail From: Username Only Equil te v - IDD :Dam l::‘::::nt o
= Top Spam resses
Mail From: Domain Only Equalto = | = Top Policy Sending Domains
Rcpt To: Email Contains v [ = Top Policy Recipient Domains
Rcpt To: Username Only Equslto 3 ] = Top Policy IP Addresses
o Ton o G = Top ¥irus Sending Domains
: Equal ¥ [ ]
e IR = Top ¥Yirus Recipient Domains
Subject -
ubjec Contains v [ = Top ¥irus IP Addresses
Server Equal te o [ ]
Message Size Equal v [ Jbytes Reports
Message ID Contains v

= NEW Management Report

Attachments Contains )

| = Overall Report
Cemes I Equil o b |:| = Non-Spam Report
Auth Name IR E— » Spam Report
[
-

= Policy Yiolation Report

Additional Description Contains 3

= Yirus Report
Spam Score Less Than v

Spam Score Greater Than ~

Log Section

Spam Status --any -- ™

Policy Status [ = General Settings

¥irus Status --any - M

n  NEW Quick Search

pelivery Event Info - ¥ m Database Search

= Queue Logs
Sty - None - = SMTP Logs

Order By DaterTime | [Descending = NEW Quick Reports
Then Order By - Hene —- V| [~ one - | = Reports

Limit: Start Record ] = Trend Analysis
m Cost Savings Calculator
= MRTG Graphs

= NEW Raw Logs

Records per Page

Submit Search

Configurable Graphs and Charts Connection Status from Management Report
Complete Distribution Connection Status
rblamtpd (59,60 -

Service PortfProtocol Outbound Local
Mail Delivery (SMTP) 25/tcp 0 0
Mame Resolution {DNS) 53/udp 0 0
Spam Updates (HTTP) 30/tcp 0 0
Yirus Updates (FTP) 21/tcp " ] NFA

Other (2,48

span (2.78) Pyzor Check 24441 /tep " ] NA

e P Razor Check {66.151.150.12}) 2703/tcp o NSA

DCC Check 6277/udp " ] NFR

onai l-smtpd (24.9%)

Database Search Results: Detailed Logs of Email Dat a

Database Search Results @

Showing Rows: 1 - 25 of 73419 | Display Next 25 Records |

Search Results

#* date f time from /f to / subject server f ip f auth status f score f event
#1 Date: 2005-01-14 Sender: saronfenn@nostslgiastreet corn Server: mailgw.nmai.carm Status: Sparn
Time: 08:02:32 sending Domain: nostalgiastreet.com IP: £9,110,12,108 [ whois ] Score! 17.30 / 4.00
Queue Time: 14.43s Recipient: randwi@nmai.com Msg Size: 1,15 KB Ewent: rejected
Subject: Further Edumacate Yourself ;
Msg [D: =2PBYhupt7ie@mausweb.com>=
#2  Date: 2005-01-14 Sender! dev-return-15067-dallase=nragi... Server: mailgw.nmagi.carn Status: Clean
Time: 08:00:50 Sending Domain: spamassassin.apache.org IP: 209.237.227.199 [ whois ] Score: Unscanned
Queue Time: 0,00s Recipient: dallase@nmai.corm Msg Size: 2.31 KB Event: delivered

Subject: [Bug 4076] Incorrect user pref..
Msg ID: =4076,41E70081 EDEOBSES spamassa.,,

Gl » 324 East 4™ Ave « Hutchinso 1« (620) 664-6000 « www. doublecheckemail.com ¢ v4.2




Configurable Real-time Cost Savings Calculator MRTG Graphs of Key Metrics

DoubleCheck Cost Savings Calculator MRTG Graphs
SPE EEEE SIS Display Graph:
RBL Denies 2,621,082 61.32% Metwark Traffic on eths
B Metwork Traffic on ethi
SMTP Denies 1,505,524 35.22% Network Traf{ Disk Lissqe - /
SPF Denies 8,365 0.20% gfst Esage'j‘:ar
isk Usage - ftmp : .
Spam Tagged 29,175 o e Il rk Traffic on etho {5 Min Avg
15200 KCPU Total Usage
Spam Quarantined 23,315 0.55% Swap Utilization
RAM Utilization
Spam Deleted 73,723 1.72% g age.g | L Minute System Load
Spam Rejected 13,310 0.31% 2 P o
o Total Email Processed
Total Spam 4,274,494 100.00% L ED Clean Email Processed
A @ Spam Email Processed
COErage VIR SRem (par Spam Heesome [E 1 seconds £ 300 |Pelicy Vislstions Processed
& * Mulirus Infected Email Processed
Average Hourly Employee Cost Message Delivery Status
$ per hour 5.0 Amount of Email Processed h"
Spam Cost Savings - Since Installation $118,735.94 gqh:fr;’?:CSD':_:Sg?nac'!”pr':n“::“d 20 022 0 2 4 6 8
. _ . Lacal/Remote Concurrency
Spam Cost Savings - Annualized $50,668.30 T SMTE Accept/Deny Traffic
Yirus Cost Savings Qg]_o;nt of Messages in Queus
enies .
Yiruses Detected - Since Installation 13,031 SPF Denies CPU User us Ldle (5 Min Avg
Yiruses Detected - Annualized 5,560.73 DL *"'IF“']( Wy i "IW
Yirus Outbreak Probability of Detected Yiruses 0.10 % e 5.0
¥irus Dutbreak Cost per Dutbreak g[500 % |
& 80.0
Yirus Cost Savings - Since Installation $6,515.50 =
Yirus Cost Savings - Annualized $2,780.37 25.0
Total Spam and Yirus Cost Savings l I l u
R 0.0 L dip I a )
Runtime 855.3 days 6 8 10 12 14 16 15 20 22 0 2 4 & 8
Since Installation $125,251.44
Annualized $53,448.66
System Summary Report (Sent from DoubleCheck) Systam Memary
RAM Utilization (5 Min Avg
System Sunmary Report for mailgw nngi.com (dcid 0101) 520,01
Connection Status: S 0.0 1
-> STMWP (25/tcp) I nbound: oK Qut bound: OK =
-> HTTP (80/tcp) I nbound: K Qut bound: K g amon
-> DNS (53/udp) I nbound: OK Qut bound: OK Z
-> FTP (21/tcp) I nbound: - Qut bound: K E 10.0n
-> DCC (6277/ udp) I nbound: - Qut bound: K
-> Pyzor (24441/udp) | nbound: - Qut bound: K OB [
-> Razor2 (2703/tcp) I nbound: - Qut bound: K 8 10 42 14 16 18 20 22 0 2 4 & & 10
Anti-Virus Infornmation: System Load
-2 Engine Version: = uvscan 4.4.00 1 Minute System Load (5 Min Avg
-> Definition Status: Current 128.0
Anti - Spam | nf or mat i on: g
-> Engi ne Version: 3.0.2-4101 5
-> Engine Status: Current g 54.0
T
&5
Li cense | nformation: B t
-> Doubl eCheck Version: 4.1.01 n | M L
i A
zwD; Stat %?1 e 8 10 1z 14 16 18 20 22 0 2 d4 6 @8I0
- i ntenance Status: ive
-> Mai ntenance Expires: 08/ 08 SMTP Level Graphs
-> Total Donains: 3
-> Personal i zed Donmi ns: 2 SMTP Incoming Concurrency (5 Min Avg
20.0
Data Since Last Status Report: Wed Dec 31 17:59:55 1969
15.0
I nbound stats enails %al | Y%par ent
it £ 100
-> Total Connections 205959 100. 00 100. 00 7
-> Total Denies 146384  71.07  100.00 50
-> Total Email 59575 28.93 100. 00
-> dean 44889 21.80 75.35 a8
-> Spam 12759 6. 19 21.42 i G 10 12 14 16 18 20 22 o 2 4 & & v
->  Virus 1214 0.59 2.04
-> Policy 713 0.35 1.20 EBL Denies (5 Min Avg
8.0 T
Qut bound stats emails Yall Y%par ent
"""""""""""""""""""""""""""""" 66.0
-> Total Connections 31105 100. 00 100. 00 A
-> Total Denies 12203 39.23  100.00 E s
-> Total Email 18902 60. 77 100. 00 @
-> C ean 16126 51.84 85. 31 D e
-> Spam 2125 6. 83 11.24 .
->  Virus 29 0.09 0.15 0.0
-> Policy 622 2.00 3.29 i 10 12 14 16 18 20 2 0 7 4 & & 10




